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Introduction
If we want to manage a large group of users and their access in large computer networks, 

Active Directory Domain Services [4] is used to do this. These are companies that use an 
infrastructure built on Microsoft infrastructure. Active Directory Domain Services is an 
implementation of Lightweight Directory Access Protocol (LDAP) directory services. This 
service allows policies to be centrally managed, applying critical updates across a company’s 
computing structure, where settings are stored in a centrally organized database. Kerberos is 
the name of the authentication protocol used by this service. It is the one that allows users to 
be authenticated on insecure computer networks using symmetric cryptography, but it needs 
a third party to authenticate. Among other things, it provides SSO (Single Sign-On), i.e., the 
user does not have to continuously enter his login credentials when requesting a network 
service. However, there are a lot of hacker attacks here and in this article, we will discuss the 
“GOLDEN TICKET ATTACK”.

Manage Accounts in Computer Networks
In computer networks that are built on a “WINDOWS” infrastructure, user management 

can be performed individually on each device or centrally. With non-centralised management, 
this is manageable up to 10 active devices on the network. If the network contains more 
active devices or users, it is necessary to switch to centralised user management for security 
reasons. It is with this type of user management that we get a much better overview of active 
accesses, active and inactive user accounts. You only need to block or allow a user in one place 
and there is no need to block them on every device.

Computer grouping management type-workgroup

A workgroup is a logical grouping of computers that are enrolled under the same 
workgroup name. All devices in a workgroup must be of type PEER-TO-PEER and each device in 
the network must maintain its own local SAM (Security Accounts Manager) database [5]. This 
means that the same users must be created on each device, but this does not allow the use of 
this system in large enterprise networks, as the management of such an infrastructure would 
be extremely difficult and complicated. To ensure network functionality, the same usernames 
and passwords must be created on each PC, which limits security, among other things. If an 
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Abstract
In today’s cyber-world, one of the most widely used security terms is the security of user accounts and 
their proper authentication process. We are in a digital age where every user of information systems has a 
digital identity [1]. If a particular user wants to access a particular service, he has to authenticate himself 
first and only on the basis of that the user will be granted rights to the service. A 2014 study says that 
the average user of web services had approximately 25 web accounts [2]. However, it is now estimated 
that there are approximately 80 web accounts per user, and some form of service identity authentication 
must be implemented for each of them [3]. In medium and large enterprise computer networks, services 
are used to centrally manage users, for example, using a Windows server role - “Active Directory Domain 
Services”. This role uses the “Kerberos” authentication protocol.
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attacker want to get access to the database of login accounts and 
passwords, he would only need access to any computer on the 
network. At the same time, if we want to deny a user access to a 
network service, we would have to deny access on every computer 
where that user was created, which is both organizationally difficult 
and time consuming. A simple representation of a workgroup is 
shown in (Figure 1).

Figure 1: A simple representation of a workgroup in 
windows infrastructure.

Computer grouping management type-active directory 
domain services

The complexity of managing user accounts is addressed 
by the ADDS (Active Directory Domain Services) role [4]. It is 
a hierarchically structured system and stores all information 
about objects on the network in its database, allowing system 
administrators to easily find and use this information. However, the 
data store contains not only users and hashes of their passwords, 
but also a list of PCs, printers, servers, and various other volumes, 
etc. This data is stored in the “Ntds.dit” file on the domain controller, 
that is, on the server(s) where the ADDS service is implemented. 
Security is integrated with ACTIVE DIRECTORY by means of 
login authentication and object access control. Using this system, 
authenticated users can access authorized resources throughout 
the network.

Active Directory also includes:

a. Schema -defines the object classes, the constraints and 
limits of the object instances, and the format of the object 
names.

b. Global Catalog -contains information about each object in 
a domain, allowing users and administrators to find information 
regardless of which domain in the directory actually contains 
the data.

c. Query and index mechanism -objects can be found or 
published by network users or applications.

d. Replication service -distributes data in the domain 
controller over the network. Any data change is distributed to 
all domain controllers in the network.

To ensure that specific tasks are performed, to ensure 
consistency of structure, and to eliminate potential conflicts in the 
Ntds.dit database, ADDS uses 5 FSMO roles that domain controllers 
share with each other [6]. This means that the domain controllers 
do not replicate it across the network, but there is only one for the 
entire forest. 

They are:

a) Schema Master,

b) Domain Naming Master,

c) Primary Domain Controller (PDC) Emulator,

d) Infrastructure Master,

e) Relative ID (RID) Master.

In the (Figure 2) is a simple representation of the ADDS role 
services and their user accounts. 

Figure 2: A simple representation of the active directory 
domain services in windows infrastructure.

In contrast to the WORKGROUP logical grouping of computers, 
the individual objects (users, among others) are created on the 
domain controller. When a network service is requested by an 
active device on the network, the active device itself first verifies 
the permissions of the requester on the domain controller and 
then grants or denies the service to the requester. There is no need 
to have databases of objects on each active element, as there was 
with the workgroup, but all this data is just in one database on 
the domain controller. Of course, in the case of multiple domain 
controllers on the network, that database is replicated to the other 
domain controllers. ADDS uses the KERBEROS authentication 
system for this authentication method.

Protocol kerberos: The Kerberos authentication network 
protocol [7] is used for Single Sign-On (SSO) in large organizations. 
It is a sign-on where a user U authenticates against his computer 
P and this computer will authenticate against the organization’s 
servers with its user login. This protocol is based on the principles 
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of symmetric cryptography, where the secret key K plays the role 
of both a proof and an authentication token, i.e., K=DF=OF, where:

DF -proof ticket, where the PC will prove its identity and its 
rights in the system,

OF -authentication ticket, is the data that the system will use to 
authenticate the computer’s identity.

We will refer to the individual Kerberos protocol parties as the 
computer P and user U, the factor server as FS, the accreditation 
server as AS, and the destination server as CS. The process is as 
follows. After user U authenticates on computer P, user U gains 
access to the long-term proof ticket, i.e., the KPF key. The computer 
then requests the short-term proof ticket K1 from the factor 
server. With this key, the computer P can authenticate itself to the 
credential server AS and obtains from it a one-time ticket, which 
is the key K2. With this K2 key, computer P can authenticate itself 
against the target server CS whenever it needs a service (e.g. access 
to shared files). Thus, each PC is assigned a KPF key depending on 
the authenticated user. The FS factor server has access to all KPF PCs 
(depending on the users in the network), it has access to the KFA 
key, which is the key for the encrypted transfer of short-term tickets 
towards the AS accreditation server, and at the same time it has 
access to the KAC key, which is the key of the KAC target server. This 
is used to encrypt the transmission to the individual CS destination 
servers. A better explanation is provided by (Figure 3); [8].

Figure 3: Principle of kerberos protocol, taken from 
Kryptografie okolo nás [8].

Each user U authenticates to his computer P with an access 
password. Using this password, the computer P can retrieve the 
KPF proof ticket of user U. The KPF is stored in encrypted form on 
disk and the decryption key is obtained by a derivation function 
from the given password. Computer P then sends a request Z1=IDU 
to the FS factor server to allocate a short-term proof ticket, where 
the short-term proof ticket is actually the secret key K1. The factor 
server verifies the existence of a user with IDU, then uses the user’s 
KPF key, generates a random key K1, and sends an allocation 
cryptogram C1=ENC(K1,KPF) and a confirmation cryptogram 
C2=ENC(IDU || K1,KPF) to computer P. The cryptogram C1=ENC(IDU || 
K1,KPF) is used to generate the random key K1. Computer P decrypts 
the cryptogram C1 and obtains the proof ticket K1=DEC(C1,KPF). It 
stores the confirmation cryptogram C2. The key KFA is accessed by 
computer P, the factor server FS and the accreditation server AS, 
i.e., we can use the cryptogram C2=ENC(IDU || K1,KPF) to confirm that 
user U with IDU has received the proof or verification ticket K1 from 
the factor server FS.

If user U will use the service of the target server CS, it will use 
the following procedure. It is necessary for the computer P to first 
send to the accreditation server AS the cryptogram C2, the proof 
cryptogram C3=ENC(IDU,K1) and at the same time the ID of the 
target server IDCS. According to this identifier, the accreditation 
server determines that the requestor is interested in the service 
provided by the CS server. The accreditation server then decrypts 
the confirmation cryptogram C2 with the key KFA , resulting in IDU 
‖ K1=DEC(C2,KFA). For the accreditation server AS, this is a trusted 
confirmation from the FS server that a proof ticket has been 
assigned to the user U with the IDU. Then the AS accreditation 
server verifies that this is indeed the user with the IDU. It must be 
the case that by decrypting the proof cryptogram C3, the AS server 
obtains the same ID as that given in the confirmation cryptogram 
C2. Thus, if DEC(C3,K1)=IDU, then the AS accreditation server will 
generate a one-time proof ticket for user U, which is key K2. Then 
it sends the allocation cryptogram C4 to the host P=ENC(K2,K1) and 
the confirmation cryptogram C5=ENC(IDU ‖ K2,KAC).

The user decrypts the allocation cryptogram C4, in this way 
he finds out the value of the ticket K2 =DEC(C4,K1) that has been 
allocated to him. He then forwards the confirmation cryptogram 
C5 to the target CS, also with the associated proof cryptogram 
C6=ENC(IDU,K2). The target CS server first decrypts with the key 
KAC, the cryptogram C5, and thus obtains DEC(C5,KAC)=IDU ‖ K2. 
This is an acknowledgement from the accreditation server that 
the user with IDU has been assigned key K2 as a proof ticket. This 
key is then used to decrypt the proof cryptogram C6 and should be 
given the same identifier as was given in the decrypted cryptogram 
C5. Thus, if DEC(C6,K2)=IDU, then the network service requester is 
indeed requester U. This section concludes the role of the Kerberos 
protocol. The target CS passes the data to the domain controller, 
then the domain controller discovers the rights of the user ID, and 
based on these rights, it grants or withholds the requested service 
to user U.

Golden Ticket Attack
If a user wants to access a service, such as accessing shared 

files, a printer, a database, etc., they must first prove their identity 
and permissions. Kerberos in ADDS acts as a third party and 
issues a TGT (Ticket Granting Ticket) [9,10] that vouches for the 
user’s identity. The queried service then evaluates the given TGT. 
The Kerberos protocol provides many benefits that help provide 
security and convenience in authentication; without it, users would 
constantly have to enter passwords in clear text if they wanted 
to communicate with a network service. However, care must be 
taken at all the times to ensure that the protocol in question is not 
exploited to create a Golden TGT and gain administrative access 
privileges across the entire network that operates under ADDS [11].

What is TGT and golden ticket
MIMIKATZ [12] is a tool used by security researchers, it is 

publicly available and can be used for malicious purposes. If 
an attacker manages to hack an ADDS administrator account, 
MIMIKATZ can create a special KERBEROS TGT that has the 
following basic properties:
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a) Golden ticket is a method to generate a TGT of an arbitrary 
user in ADDS, then the attacker can impersonate anyone in the 
domain.

b) Golden ticket can also be created offline.

c) Golden ticket can be generated for any lifetime.

d) Event logs do not distinguish the use of a legitimate TGT 
ticket from a golden ticket, so there is no rule to ensure its use.

Description of test environment for a golden ticket 
attack

Figure 4: Proposed structure of attack simulation 
environment.

We created an environment to simulate a “Golden attack” under 
Hyper-V, where we generated a virtual machine (Gen2 type). On this 
virtual machine we installed “Windows server Datacenter edition 
2016”, where we simultaneously implemented the role ADDS 
which we set up, we generated a new forest named “scrm.local”. We 

created a domain user with login “user.hack” of type “user”. This 
user does not have access to the files on the domain controller’s 
disk. We then created a second virtual machine on which we also 
installed “Windows Datacenter Edition 2016” and connected the 
server to the domain (not as a domain controller). While the PC 
to domain in Active Directory has 2 types of admin account (local 
admin, domain admin), the domain controller itself has only one 
type of admin account. The structure of this environment is shown 
in (Figure 4).

Figure 5: Blocked access to data of domain controller.

Next, we will work exclusively under the “user.hack” account, 
which we have created as an account with user rights in the 
domain. After logging into VM2 under the “user.hack” account and 
using the SAMBA protocol, we wanted to log into VM1 (the domain 
controller) and download the NTDS.dit database where all the data 
and objects of the “scrm.local” domain are stored. Since we did not 
have permissions, the domain controller blocked our access, as can 
be seen in (Figure 5). We then listed the whoami /groups assigned 
to user “user.hack” using the whoami/groups command, as shown 
in (Figure 6). In this figure, we can clearly see that the user is not 
assigned to any domain admin group.

Figure 6: Account user hack exists in these groups.

Creating of golden ticket

To create a golden ticket we need the following information:

a) NT hash of the domain “krbtgt” account,

b) the name of the targeted domain account (usually Domain 
admin or Enterprise admin),

c) the name of the associated domain,

d) the SID of the domain.

The MIMIKATZ utility, which was developed to prove that 
Microsoft’s authentication protocols are vulnerable to attack, is 
used for the Golden Attack. It was developed by Benjamin Delpy 

and is still used today for security analysis of systems in the ADDS 
environment. The name of the domain under test and the SID is 
easy to obtain in the command line with the command „whoami /
all“ a „whoami /fqdn“, so:

SID domény: S-1-5-21-2397579404-2857638458-883868324

Názov domény: scrm.local

The biggest problem was getting the hash of the “krbtgt” 
account. We used the aforementioned MIMIKATZ utility and with 
the command lsadump::dcsync /domain.scrm.local /user:krbtgt 
we found, among other things, the RC4 hash of the account „krbtgt“, 
that value is: d0beb8ddb48fddd6a708ef14704e99d0. The output 
of the command is shown in the (Figure 7).
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Figure 7: Command for finding the RC4 hash of „krbtgt“ account.

Once we had all the necessary data, we generated a TGT, which 
we signed with the hash “krbtgt” of the account, thus obtaining 
the so-called Golden Ticket. To generate it, we used the following 
command:

k e r b e r o s : : g o l d e n / d o m a i n : s c r m . l o c a l / s i d
:S-1-5-21-2397579404-2857638458-883868324 /

rc4:d0beb8ddb48fddd6a708ef14704e99d0 /id:500 /user:user.
hack 

The output (confirmation of TGT generation) can be seen in 
(Figure 8). We then passed the given ticket to the current session 
using the command: kerberos::ptt ticket.kirbi (Figure 9). 

Figure 8: Listing when the golden ticket is generated.

Figure 9: Assigning a ticket to the current session.
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Then we tried to reconnect using the SAMBA protocol to the 
domain controller (named “DCTEST”) and tried to download the 
NTDS.dit database, which we have already done with the given 
TGT. In Figure 10 we can see that with the account “user.hack”, 

which has no domain administrator privileges, we logged on to the 
domain controller and got up to the directory that hosts the NTDS.
dit database.

Figure 10: To log in to domain controller by user account using the samba protocol.

Conclusion
In this publication, we looked at the Active Directory Domain 

Services role and wanted to implement a Golden Ticket Attack, 
which we did. We created a TGT ticket that was signed with the 
account hash “krbtgt” and then spoofed it into the system. We 
created the Golden TGT ticket for 10 years and with it we were 
able to access the NTDS.dit database. In this database, there are 
stored domain objects, user accounts and their password hashes. 
Administrators can minimize this type of attack by periodically 
resetting the password of the “krbtgt” account, always at least 2 
times in a row, because the system always remembers the last 2 
hashes. At the same time, administrators must minimize logging 
into the system with an administrator account (not a local account 
and not a domain account).
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