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Abstract

The aim of this paper is to review some wireless security issues such as attacks, threats, and vulnerabilities
as well as some solutions for dealing with them. Wireless security can prevent unauthorized access to a
Wi-Fi network. To keep their staff connected to the internet at all times, businesses today rely significantly
on Wi-Fi or wireless networking. On the other side, Wi-Fi is incredibly vulnerable to intrusion by
cybercriminals. If you want high-level wireless security, you willl need to implement these steps. Despite
20 years of research, there is still no clear answer on the best technique to prevent wireless networks
from security issues.
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Introduction

Wireless security is the prevention of unauthorized users from accessing your wireless
network and stealing the data using your Wi-Fi network. To be precise, wireless security
ensures protection to a Wi-Fi network from unauthorized access. The term can also mean
protecting the wireless network itself from intruders trying to compromise the confidentiality,
integrity, or availability of the network. The most common types are WIFI security, which
includes Wired Equivalent Privacy (WEP) and WIFI Protected Access (WPA) [1]. WEP is an
older IEEE 802.11 standard adopted in 1997. This is a notoriously weak security standard.
The passwords used by this standard can be cracked in minutes using a simple laptop
computer and popular software tool. WEP was replaced by WPA or WIFI Protected Access in
2003. WPA was a faster alternative to WEP to improve security [2]. The current standard is
WPA2. Some hardware may not support WPA2 without updating or replacing the firmware.
WPA?2 uses an encryption engine that encrypts the network with a 256-bit key. Longer key
lengths provide better security than WEP. Enterprises often provide security using certificate-
based systems to authenticate connected devices according to the 802.11X standard. At all
times, the internet is there in our life. We use cellphones, tablets, laptops, gaming systems,
and even automobiles to achieve this task. We'll focus on Wi-Fi security because there are
many ways to communicate wirelessly. Wireless networks are used by both businesses and
individuals on a regular basis. Many laptop computers come with pre-installed wireless cards.
A major benefit of being mobile is being able to access the internet at any time [3]. In contrast,
there are several security risks with wireless networking. Because of how easy it has become
for hackers in the last few year’s wireless networks, they’'ve been using wireless technology
to break into wire networks as well. Effective wireless security policies are essential for
preventing unauthorized access to important resources. Wireless Intrusion Prevention
Systems (WIPS) are commonly used to enforce wireless security policies.

These attacks are categorized as follows: an assault against [4].
a)  Unauthorized data access

b)  Unauthorized network access

COJ Technical & Scientific Research


https://crimsonpublishers.com/cojts/

COJTS.MS.ID.000587. 4(3).2023

c¢) Unauthorized service integrity are the three key dangers
to privacy and security.

Modern cryptographic approaches, such as RSA and AES
encryption, can prevent eavesdropping, packet replay attacks, and
packet modification or spoofing. Denial-of-Service (DoS) attacks
are the most common term for this type of attack (DoS). Counter-
attackers infiltrate the sensor network and introduce fake data
into the system. If a denial-of-service attack succeeds, the WSN’s
performance can be severely compromised [5].

Background
Related work

Wireless encryption protocol was the only encryption
mechanism available to users in the early days of wireless
technology (WEP) uses a 40-bit or 128-bit key to encrypt data. An
internet search will yield a plethora of tools that may be used to
circumvent this protocol. It is possible to attack WEP in a variety
of ways [6]. The ways of listening in on encrypted traffic include
passive, active and table-based eavesdropping. The WEP algorithm’s
weaknesses and various attacks can be found on the page “Security
of the WEP algorithm” These attacks are designed to exploit the
numerous weaknesses of WEP. As attacks on 802.11b and other
wireless technologies increase in both volume and sophistication.

Current Solutions

Wi-Fi Alliance certification began in 2018 with WPA3, the latest
wireless security standard. Devices seeking Wi-Fi certification
by July 2020 must include WPA3, according to the Wi-Fi Alliance.
WPA3 requires the use of Protected Management Frames (PMFs) to
avoid eavesdropping and forgery [7]. As well as standardizing the
128-bit cryptography suite, this bans the usage of dated security
measures. Further protecting business, financial, and government
data is made possible by the inclusion of WPA3-Enterprise’s
additional 192-bit security encryption key and 48-bit initialization
vector (IV). WPA3-Personal employs CCMP-128 and AES-128 as
its cryptographic algorithms. Good news for organizations is that
the WPA3 standard has been approved for continual improvement,
ensuring that they have better protection and additional security
measures as the threat landscape shifts [8]. WPA3 as a result of
the potential pitfalls of migrating from WPA2 to WPA3, network
administrators must ensure that their architects are well-versed in
the newer protocol before implementing it.

There are four main goals for network security

Security encompasses the four tenets of confidentiality, access,
authenticity, and integrity. Stream and block cyphers, in particular,
are used for this purpose. When two parties communicate
electronically, an intruder or attacker can’t access the messages
they have sent [9].

Availability: is the most important service in the digital age.
Disruption caused by DoS attacks is always present.

Authentication: Authenticated users can only access the data

or information. Entities and data sources are both authenticated.
Its common to utilize authentication mechanisms for this purpose.
Intruders can’t get to your data [10].

Integrity: Data and information must be encoded before being
sent over the air. Data must be decrypted exactly as it was sent from
the source when it reaches its final destination [11].

Comparison

WEP, WPA, WPA2 and WPA3: Which is best? When choosing
from among WEP, WPA, WPA2 and WPA3 wireless security
protocols, experts agree WPA3 is best for Wi-Fi security. As the most
up-to-date wireless encryption protocol, WPA3 is the most secure
choice. Some wireless APs do not support WPA3, however. In that
case, the next best option is WPA2, which is widely deployed in the
enterprise space today. At this point, no one should use the original
wireless security protocol, WEP, or even its immediate successor,
WPA, as both are outdated and make wireless networks extremely
vulnerable to outside threats. Network administrators should
replace any wireless AP or router that supports WEP or WPA with a
newer device that's compatible with WPA2 or WPA3 [12].

Proposed Solution
Solutions to wireless security threats

In order to ensure the safety of wireless networks, it is
important to look at the policies, management, and security design
that are in place both outside and internally. Using these policies,
you can control who has access to your wireless network and
prevent unwanted users from accessing it [13].

Theft prevention: strategies are including: Once the leak
has been accurately prevented, it is possible to identify sensitive
information. In order to protect particular devices and the cloud,
passwords must not be easy to guess, but passwords that include
letters, numbers, and symbols must be used to protect all devices
and the cloud. A public Wi-Fi connection should be avoided since
the unencrypted data that is sent or received can be seen by
anybody [14]. Allowing the use of two-factor authentication across
the board. Install a firewall to guard against malicious websites
infecting your computer.

Damage to hardware, including data loss because of failure:
Various good e techniques are as described in the following: It's
time to do some hardware maintenance. The equipment must be
kept clean and water-resistant for a lengthy period of time. Local
drives are backed up: If not the entire disc, but at least some of the
most important files must be backed up to the cloud and preserved
on another device for the sake of the business. Customer service or
a professional technician may be able to help [15]. When dealing
with a hardware breakdown, it is best to leave it to a qualified
expert to fix the problem, as this could result in further harm to
other parts of the device.

Malware and viruses: The most recent software updates
should be downloaded and installed. Malware and ransomware
frequently target machines with out-of-date operating systems.
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Antivirus software should be installed. There are no new updates
available for free antivirus software, thus it is always best to
use a paid version instead [16]. Don’t open e-mails that you
don’t recognize. It is advisable not to open attachments in email
communications since they may include dangerous code that might
infect the machine. Before allowing them to be downloaded or
plugged into a USB drive, perform a scan.

Credentials in jeopardy: Be on the lookout for phishing
websites that look just like the real thing but are actually intended
to steal your login details. Until the website gets an SSL certificate,
do not enter any personal information. Sensitive information, such
as passwords, should only be sent via HTTPS addresses. Keep your
credentials in a safe place, not on an infected computer. If you know
the PC is compromised with malware, it is advisable not to enter
your password. Make use of two-factor authentication so that you
can keep track of and, if necessary, halt unauthorized access to your
data [17].

Failure of the company’s website: The use of third-party
security services like Cloud Flare can help prevent DDOS and other
web-based attacks on companies and organisations.

Denial of Service (DoS): In a denial-of-service attack, the
attacker prevents data from reaching the sensor area altogether.
Because of inaccurate or misleading information, Denial of service
attacks are created. One of the Denial-of-Service (DoS) methods
used to disrupt the functioning of a network is jamming. In order to
prevent legitimate users from connecting to the network, malicious
attackers target those who use unofficial wireless devices [18].
The company’s website should be hosted on a reputable host that
does not have any backdoors. Use an SSL certificate to ensure that
hackers can’t listen in on the data being passed between your
website and the servers. Let’s simulate a Denial of Service (DoS)
attack to analyze it via Wireshark. For the demo, I am using the
macof tool, the component of the Sniff suit toolkit, and flooding a
surrounding device’s switch with MAC addresses. The image below
shows IP address is generating requests to another device with
the same data size repeatedly. This sort of traffic shows a standard
network DoS attack For a DDoS attack, use the macof tool again to
generate traffic [19]. Observe the fake source and destination IP
addresses are sending many packets with similar data sizes.

Natural calamities that may cause server damage: The
placement of the server is critical, so be sure to pick a spot away
from any natural disaster zones. In the event of a power loss,
there should be a backup source of energy [12]. Make your data
redundant and save it in servers located in different geolocations,
you can also use cloud services for this.

Evolution of Solution

Wireless protocols protect wireless networks from hacking
by encrypting personal data that travels over radio waves. Wired
Equivalent Privacy (WEP) was the first wireless network security
protocol developed in 1997. However, this protocol contains some
shortcomings, so Wi-Fi Protected Access (WPA) was developed to

overcome the shortcomings of the WEP protocol. WPA 2 was later
developed with advanced features and encryption features. This
advanced protocol uses the Counter Mode Block Chain Message
Authentication Code Protocol (CCMP) to encrypt data [20]. Wi-
Fi Protected Access 3 (WPA 3) is a modern wireless protocol that
provides advanced encryption options for both private and public
networks

How to secure a wireless network?

a)  To protect your Wi-Fi network from unauthorized access,
it is always a good idea to hide the wireless network name.

b)  Experts recommend checking for bad Wi-Fi hotspots

c¢) Itis always better to upgrade your Wi-Fi encryption and
secure your Wi-Fi network by resetting strong and complex
passwords for your wireless protocols [21].

Different Type of Security Attacks

Threats to Wireless Internet Security Confidentiality, integrity
and access to wireless networks are all protected by network
security measures. The vulnerability of security protocols is a
source of potential risks. The various sorts of security attack tactics
are discussed in this section. Both privacy and integrity can be
violated by using these strategies, or they can be used to simply
breach confidentiality and integrity. Fig. illustrates the various
types of security threats [22].

Traffic analysis detects a denial of service (dos)
dictionary

Analysis of traffic: An attacker can gain access to three different
sorts of data using this method. There are two types of information
that can be gleaned from a network. The attacker must also know
where to gain physical access to the surrounding region in order
to carry out their attack. The attacker can also gather information
about the communication protocol through traffic analysis. In order
to gain access to the package’s size and number, an attacker must
collect data over a long period of time [23].

Eavesdropping: A thief can listen in on private conversations
without the agreement of the victims. In addition to listening
attacks, there are active listening attacks and active listening
attacks that use less well-known plain text.

Passive eavesdropping: To keep tabs on the unrestricted
wireless session, passive eavesdropping was employed. In order
for an attack to be successful, the attacker must have access to the
exit area. It is possible for an attacker to read the data during its
deployment and acquire data indirectly by scanning packages with
an encrypted connection [24]. The information obtained in this
method does not violate anyone’s privacy, but it has the potential to
be exploited in the most dangerous attacks.

In Active eavesdropping: Attackers watch wireless time and
inject their own messages into the session so that they can see what
the other person is saying. There must be access to the message’s
contact information, as well as any other identifying data like an
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I[P address, in order to conduct this type of attack. The attacker is
able to alter the contents of a package so that the integrity of the
message is not compromised. Changes in IP or TCP addresses are
frequently made by attackers to hide their tracks.

Unauthorized access: In the event that a hacker acquires
unrestricted access to a network, he or she will be able to launch
more attacks and make undetected use of the system. Unauthorized
network use may be regarded as a minimal threat to the network
due to the fact that attackers will have a tough time accessing
resources due to access rights. Obtaining unauthorized access
is frequently the initial stage in an ARP (Address Resolution
Protocol) attack chain, and it is the most difficult. Using VPN and
IPsec solutions, it is possible to protect users against attacks that
damage the application’s privacy and confidentiality [25]. This type
of attack can be carried out in a variety of ways depending on the
circumstances. When an attacker interrupts a session and prevents
the channel from reestablishing the AP connection, this is referred
to as a technique of attack by the attacker. Although the channel
makes every attempt, it is only able to establish a connection with
the AP located in the attacker’s environment. At the same time, the
attacker establishes an AP connection and performs authentication
on the network. There is a direct link between the attacker and
the access point, however there is no direct contact between the
attacker and the channel. Consequently, the hacker has complete
access to both the network’s modified data and the operating
channel on which the hacking occurred. Due to the fact that it only
targets a wired component of the network, rather than the wireless
clients, this is a modest sort of man in the middle attack. The ARP
attack is a type of cyberattack. This type of attack is carried out by
a hacker who conceals or misrepresents his or her identity to the
victim. The attacker impersonates a verified user and gains access
to the network as a result of obtaining a false authorization.

High-jacking: is a type of assault in which the genuine owner is
denied access to a legitimate and certified session by the assailants.
As soon as the owner loses access to the session, the attacker has
already taken his or her time, but the owner believes he or she has
lost access to the session as a result of a slow network connection
[26]. If the attacker is patient enough, he or she may be able to use
the weapon to several uses over the course of several days or weeks.
In the present tense, we are witnessing an attack that is taking
place directly in front of our eyes. A re-play attack is a method
through which an authorized network user can get access to a
system. Nothing changes or interferes with the session that is being
targeted. When an attack takes place, it does not take place in real
time. The attacker acquires access to the network after the initial
expiration period has passed. Several sessions are authenticated,
and the attacker responds to each session after a period of time
or a few times, recording the authenticity and responding to each
session.

Denial of Service (DoS): In a denial-of-service attack, the
attacker prevents data from reaching the sensor area altogether.
Because of inaccurate or misleading information, Denial of service
attacks are created [27]. One of the Denial-of-Service (DoS) methods

used to disrupt the functioning of a network is jamming. In order to
prevent legitimate users from connecting to the network, malicious
attackers target those who use unofficial wireless devices.

Dictionary building attack: Dictionary-building attacks, in
which the attacker goes through a list of probable passwords for
each victim and looks for any information about the victim or
language relevant to the target, are a viable option for attackers to
consider. An attack on the dictionary’s structure may occur after
analyzing a large amount of network traffic [28].

Conclusion

In this review article we studied some security issues and
explained them in details also covered wireless security protocols
and how we can prevent from these attacks and what precautions we
have to take whenever we have to connect our devices on private or
public internet connection and we also analysis users traffics while
using Wi-Fi connections on our devices we used Wireshark which is
an essential tool that many blue team and network administrators
use daily. The objective might differ, but they analyze network
traffic using it. In this article, we have explored several network
traffic types like HTTPS, etc. In addition, we have seen few attacks
using Wireshark, like the DoS attack.
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