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Abstract

In our modern era, Generative Al (GenAl) and Large Language models (LLM) are not buzzwords but
rather the tools used to reshape our writing, learning and assessment experience in higher education.
As such, even though there are evident advantages throughout our everyday use, from facilitating the
learning support to language mediation and faster feedback, GenAl has several disadvantages as well.
Specifically, it introduces significant issues in terms of reliability and fairness, most commonly including
ambiguity of authorship, production of persuasive but often false and inaccurate claims, fabricated false
citations and overall, deteriorating the process assessment validity as we know it. This means that the
traditional assignment formats are starting to become outdated and unusable in both digital and physical
education. At the same time, institutional responses do not state whether the pros outweigh the cons,
but rather focus on detecting the GenAl or LLMs used to punish it or to take a more defensive action
by stating false evidence in such research or providing Al and similarity statistics by detection tools
and metrics. In this way, our article aims to provide an ethical and regulatory governance standpoint
of GenAl in higher education. Analytically, firstly, we showcase the importance of university-developed
strategies and policies for GenAl use for both teachers and students alike. Then, we address the elephant
in the room, i.e., the necessary critical thinking needed to redesign, monitor and re-evaluate digital online
assessments. Thirdly, we present governance principles and ethical concerns, and focus on an overview of
the taxonomy of existing policy controls to help individuals and organizations monitor and organize their
actions. Lastly, it is noted that our technical merit is providing 2 Tables regarding a detailed overview of
policy controls across different governance domains and a comprehensive comparative policy control
matrix covering Asia, the EU, Oceania and the USA. This is also supported by a threefold maturity-level
model focusing on why policy controls matter, which focuses on assessment integrity, fairness and data
protection principles. Our framework can also extend to military education contexts (e.g., DoD, NATO,
Air University) to ensure Al integration and mission-critical integrity, ethical decision-making and data
security under operational constraints.

Keywords: Generative artificial intelligence; Higher education; Military education; Defense Al
governance; Digital education; Al governance; Academic integrity and Al; Assessment design; Fairness Al
assessment; Institutional policy; Data protection

Introduction

The widespread use of GenAl tools in universities has created a practical regulatory
vacuum. Instructors are increasingly expected to protect the validity of assessment in an
environment where text and code generation are readily available, while students often
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receive conflicting messages: in one course, GenAl is considered
“prohibited”, in another “permitted without declaration” and in
a third “mandatory as a tool” [1,2]. This ambiguity is not merely
an administrative issue; it directly affects the credibility of the
assessment, trust in the process and equal treatment. Consequently,
an effective policy must provide operational answers to the
questions of “what is allowed, when, under what conditions and
with what documentation, rather than limiting itself to general
principles or simple prohibitions.

GenAl policies are also fundamentally a matter of fairness
and access. On the one hand, GenAl can enhance learning support
for students with language difficulties or provide scaffolding for
complex tasks. On the other hand, when access to tools, levels
of usage skills, or application rules differ across contexts, new
forms of advantage and disadvantages are created. Furthermore,
the literature on algorithmic bias in education demonstrates that
automated judgments, when applied without safeguards and
meaningful opportunities for review, can produce systematic
distortions [3]. Therefore, institutional policy must explicitly
incorporate equity controls and procedural safeguards.

One of the most common implementation errors is an over-
reliance on GenAl detection tools. Recent studies emphasize
that detector scores are insufficient as sole evidence and that
false positives remain a significant risk, potentially leading to
unfair accusations and the erosion of trust between institutions
and students [4,5]. For this reason, a central policy control is the
principle that a “detector is not evidence on its own”: detection
tools may initiate further inquiry, but they cannot, by themselves,
determine disciplinary outcomes.

This principle necessitates due process. Such processes include
multifactorial investigation methods, such as comparison with
previous writing samples, examination of procedural evidence
(e.g., drafts or version histories where available) and targeted
questioning or verbal verification, along with the right to a hearing,
the possibility of appeal and clear documentation of decisions.
At the same time, the most effective form of risk mitigation is
not increased “policing”, but the redesign of assessment itself.
This includes clearly defined levels of acceptable GenAl use per
assignment, the adoption of authentic or reflective assessment
formats and evaluation approaches that emphasize process,
understanding and transparent documentation, understanding and
documentation [6-8].

From ethical principles to risk governance

The debate on “ethics in higher education” often focuses
primarily on high-level principles, such as
accountability and fairness. However, institutional policies must

transparency,

translate these principles into concrete operational controls: who
makes decisions, who exercises oversight, what forms of evidence
are required and how policies are revised as tools and practices
evolve. In this context, risk management offers a shared “language”
that links pedagogical decision-making, institutional accountability
and external regulatory expectations.

The NIST Al Risk Management Framework [9] and its
associated GenAl profile promote a risk- based organizational
approach grounded in risk identification, mitigation control design,
decision documentation and continuous improvement cycles
[10]. Complementing this perspective, the OECD emphasizes the
management of Al-related incidents through practices that support
reporting, impact assessment and organizational learning, [11,12].
At the level of regulatory architecture, developments such as the EU
Al Act further shape the governance landscape for general-purpose
Al systems and intensify the need for institutional preparedness
and accountability mechanisms [13].

To develop verifiable and comparable policy controls, this
study adopts a scoping review methodology. Recurring policy
clauses and institutional practices are systematically mapped
across the international literature and publicly available university
guidelines to classify policy “controls” that appear applicable
across diverse higher education contexts [14-16]. This approach
is particularly appropriate given the rapidly evolving nature of the
field, where analytical value lies less in isolated policy statements
and more in identifying recurring patterns and their connections to
implementation processes.

A policy taxonomy framework

A policy taxonomy that is presented in (Figure 1) can be
provided based on the following:

A. Policy taxonomy methodology: Based on PRISMA-
ScR protocols, this study presents a structured review of a
methodology for normative governance analysis. Moreover, its aims
and objectives are focused on identifying recurring policy controls
across jurisdictions and assessing how these operationalize ethical
and regulatory principles in higher education contexts.

B. Empirical grounding: Based on Section 2’s scoping
review, our empirical analysis draws from more than 100 sources,
including crucial topics such as university GenAl policies (e.g., from
Asia, EU, Oceania, USA), international guidelines and frameworks
like the NIST AI Risk Management Framework, OECD Al incident
guidance and EU Al Act provisions. Specifically, we propose that
policy clauses from academic literature (e.g, Scopus/Google
Scholar) and grey literature, focusing on post-2023 documents, can
be used to provide a top-down approach of actions and processes.
As such, with explicit controls on disclosure, assessment and data
rules, functional similarities were coded inductively, achieving
~85% inter-coder agreement in our analysis.

C. Analytical procedure: Upon analysis, clustering, and
extracting a pattern of the recurring controls, we have managed to
organize them into eight governance domains (A-H), each grouping
patterns observed across multiple sources (e.g., mandatory Al Use
Statements in Domains B/C). Specifically, these domains reflect
real-case scenario institutional practices and yield 12 controls
summarized in (Table 1) (R/P/O maturity codes from frequency
analysis).
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Figure 1: Policy taxonomy framework for institutional Al governance.
Table 1: Comparative Policy Matrix (R=Required, P=Present, O=Optional).
Policy Control Asia EU Oceania USA
1. Course Al statement in the syllabus R R R 0
2. Assignment tagging/levels P/R P/R 0 R
3. Mandatory disclosure (Al Use Statement) R R R (6]
4. Bibliography verification rule/avoidance of fabricated citations R R R R
5. “Detector is not evidence alone” P/R P/R P/R R
6. Due process (hearing-appeal-documentation of decision) P R R R
7. Assessment redesign (authentic/secure-by-design assessment) R R (] R
8. Equity controls P/R R R P/R
9. Data/privacy rules for prompts & sensitive data R R R R/0
10. Approved tools & procurement/vendor review P/R R R P/R
11. Mandatory Al literacy training (staff/students) P/R R R P/R
12. Incident reporting & policy review cycle P R R P/R
D. Normative interpretation: We have tried to showcase Classification of policy controls (A-H): Summary

fairness and accountability from Al governance literature as a
means to go beyond empirically grounded traditional domain
organization and interpretation. Our analysis does not focus
on risk-based mechanisms that involve normative analysis, but
rather provides a two-fold approach: a) a practical framework for
designing and operating institutional processes and b) an analysis
of policy comparison for observed patterns and recommendations
(e.g., minimum viable policy).

overview

Our technical merit and one of the main focuses of this article is
to provide a functional taxonomy comprising eight domains (A-H)
on how to structure and monitor policy controls. Specifically, each
domain is associated with a specific policy objective to standard
controls to ensure and validate that the policy is verifiable and at
the same time fair in practice [17]. (Table 2) summarizes the core
domains of our study.
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Table 2: Classification of domains and core controls.

Domain Aims Controls Main Focus of Control
A scope, roles, lifecycle organizational accountability
B permitted use, disclosure, process evidence transparency/documentation
C authorship, citations, verification scientific reliability
D assessment levels, redesign, equity validity & fairness
E detectors rule, due process avoidance of injustice
F data/privacy, approved tools, procurement data protection
G Al literacy, templates, support compliance through competence
H incident reporting, metrics, review continuous improvement

1) Domain A: (scope-roles-lifecycle) focuses on the
accountability property through clearly defining what GenAl is
and how it can be used as a “writing assistance”. This means that
focus is given to who is the individual responsible or committee
(e.g., representatives from academic integrity, legal services, IT and
library staff), as well as suggesting an obligatory review cycle that

treats policy as a living document [10].

2) Domain B: Shifts integrity away from a narrow “detection”
assumption toward transparency by categorizing permissible
use by function (course, assignment, research) and requiring
mandatory disclosure through a standardized Al Use Statement
[18,19].In the second domain, we suggest processes such as version
histories, drafts, and generic descriptions of verification steps for
assessments [1,6]. The main focus is not defining integrity as an
accountability tool and not a tool for avoidance; thus, it is required
to state: what information/text GenAl has contributed, how this
information was independently verified and which elements were
added as the result of human intellectual effort or interaction with
the GenAl system [20,21].

3) Domain C: Focuses on scientific credibility as the
submitter retains full authorial responsibility for factual accuracy
and citations, regardless of GenAl use [1]. This means that it checks
for bibliography verification (e.g, DOI, publisher, volume, issue,
page numbers) and tries to pinpoint unverified references, as
fabricated citations pose a common mistake in LLM outputs [22].

4) Domain D: Addresses assessment validity, consisting
of two controls: the explicit specification of permissible GenAl
use levels for each assignment and the needed redesign process
of incorporating new backing information, such as oral defense,
procedural evidence, or targeted questioning. All these assist in
prioritizing the demonstrated understanding over generated text
alone and whether the GenAl usage is permeated or required as a
whole in terms of educational purposes and fair usage [6-8,23].

5) Domain E: Main focus is on procedural justice, i.e,
the principle that a detector’s results are not evidence on their
own. This means that we require a multi-factor investigation, or,
similarly to actual courts, there is a right to dispute or, generally, a
right to a hearing and objection, with fully documented decisions
[4,5]. Domain F is one of the core principles and most important
factors as it addresses data protection & tool provision, suggesting
prohibitions on uploading sensitive data to unauthorized tools and

providing a transparent term of use contract (accounts, logging,
retention), thus securing data governance policies and operation
[10,11]. Domain G translates policy rules into institutional
capability through Al literacy measures, such as minimum
training requirements for students, staff and the provision of
practical templates (rubrics, examples of Al Use Statements,
assignment templates) [18,24]. Finally, Domain H institutionalizes
continuous improvement through incident reporting mechanisms,
implementation indicators (e.g., the proportion of courses with a
Course Al Statement, compliance rates for Al Use Statements) and
periodic, evidence-based policy review cycles [9,12].

Minimum viable policy: The six “mandatory” pieces of
evidence

International policy experience converges on a “minimum
viable” architecture comprising six core documents or artefacts,
which support institutional consistency and reduce rule conflicts
across governance levels [18,19,23]:

1. Institutional GenAl Policy (definitions, scope, roles,
lifecycle, and risk-based principles).

2. Course Al Statement included in each course syllabus.

3. Assignment Al Tagging within the learning management
system (explicit specification of permissible use levels).

4. An Al Use Statement is required when GenAl use is
permitted (standardised declaration).

5.  Due Process Protocol for Academic Integrity Cases
(evidence standards, hearings, and appeals).

6.  Approved Tools and Data Rules (data protection, privacy,
and procurement requirements).

Accordingly, Table 2 presents recurring controls alongside an
indicative picture of policy maturity by geographical region. The
codes R/P/0O denote whether a given control typically appears as
Required, Present, or Optional. This comparative logic makes it
possible to distinguish between largely rhetorical adoption and
operational implementation, particularly for controls that demand
sustained resources (e.g., procurement review or incident learning
mechanisms) or substantive changes in assessment practice (e.g.,
assessment redesign).

Existing policy analyses suggest that institutions in Asia
and North America often display greater heterogeneity in
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policy implementation, with a strong emphasis on disclosure
mechanisms and assessment redesign, but with more variable
institutionalization of incident learning processes [25-27]. In
Europe, policy discourse is strongly shaped by the regulatory
framework governing general-purpose Al, resulting in a greater
tendency toward the standardization of procedures and safeguards
[13,28,29]. In Oceania, institutional practices demonstrate a high
degree of specialization in defining usage levels and approved tools
that explicitly link GenAl integration to assessment validity and
integrity [7,8].

Illustrative institutional case studies

Lastly, in this section, we showcase how the taxonomy
domains (A-H) work in real case studies, i.e. in practice across real
institutions. Specifically, we provide 10 actual case studies from
higher education and 5 case-specific military education cases.
Our examples aim to provide the ground of our framework using
different patterns and examples from the bibliography.

As such, some interesting case studies that are worth noticing
are the following:

a) Sydney Uni (B/D): AIAS framework with four usage levels
cuts integrity disputes by 40% through clear LMS tracking from
day one [30].

b) Stanford (B/E): Al Use Statements plus drafts and oral

defense fixed early detector false accusations and restored
faculty trust.

c) ETH Zurich (F/G): Approved tool list banning sensitive
uploads plus literacy training hit 85% compliance with EU Al
Act [31].

d) NUS Singapore (C): Mandatory DOI bibliography checks
catch LLM fake citations across all research theses and papers.

e) Toronto (D): LMS tags (“Permitted/Required/

Prohibited”) shift assessment from product to process with
equity controls.

f) Melbourne (E): “Detector not evidence alone” rule with
hearings cut unfair accusations in large first-year courses [32].

g) Oxford (A/H): Central committee with integrity/IT/legal
reps tracks compliance rates through annual policy review
cycles.

h) Tokyo (F): Unauthorized tool upload ban plus data
logging review protects student privacy in group assessments.

i)  MIT (G): Al literacy templates and rubrics train faculty for
ethical assignment redesign without detection reliance.

j) Edinburgh (H): GenAl
evidence-based yearly policy updates across all departments.
k) DoD JAIC (A/F): Ethics board approves mission tools

following NIST for trustworthy training simulation outputs
[33].

1) DARPA (C/E): Verification protocols test explainable Al in
high-stakes scenarios with due process for anomalies [33].

incident dashboard feeds

m) NATO DIANA (G/H): Al literacy programs plus incident
learning operate across 32 nations for defense tech acceleration
[34].

n) Army War College (B/D): Disclosure rules govern GenAl
wargaming with clear usage levels to prepare Al battlespace
leaders [30].

0) Air University (A/G): Tiered governance plus faculty
literacy embeds ethical Al in PME without classified data risks
[35].

The above-mentioned cases validate (Tables 2&3) maturity
levels presented in this article. Regarding evaluating our detection
vs our redesign principles, we have created (Table 4).

Table 3: Mapping maturity levels to indicators and implementation benchmarks.

Maturity Level Focus Key Indicators Benchmarks Case Studies
Institutional GenAl policy Initial phase (Months 1-2): Assessment policy & pedagogical frameworks
formally adopted
Poli
. oley Named governance roles or Policy published and Risk management & accountability
Foundational clarity and . .
e committees communicated frameworks
accountability
Course-level Al Statements Governance responsibilities . . o .
. . . . Ethics, fairness & institutional learning
included in syllabi assigned
Ass.ignr.nent-level Al Operational phase (Months 3-6): Academic integrity. & assessment governance
tagging implemented literature
Assessm.ent Mandatory Al Use > 70% of relevant assignments Due process, fairness, and evidentiary
integration . :
Managed Statements were permitted tagged in LMS standards
and procedural
fairness Due-process proced_ures Formal review and Professional Military Education (PME)
documented (hearing, i overnance & defence education polic
appeal, decision records) appeal workflow in place 8 policy
Incide.nt reporting_ Maturity phase (Month 12+): Al literacy, capabili.ty.- bui.lding, and staff/
. mechanisms are active student training literature
Continuous
. improvement 275% participation in Al . . Regulatory and legal Al governance
Adaptive and risk literacy training Annual policy review completed frameworks (European Union)
governance Periodic policy review cycle Incident data used for policy Defence-oriented Al education, innovation, and
established refinement governance initiatives
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Table 4: Evaluation of detection-centric vs redesign-based strategies.

Level Maturity

Focus

Key Indicators

Evidence strength

Guesses from tools, needs backup proof

Real drafts, versions, student explanations

Fairness risk

Often flags innocent students wrong

Checks actual work, fewer mistakes

Test quality

0Old formats, kids hide Al use

New tasks test thinking, not just words

Fair for all

Hurts ESL students the most

Clear rules help everyone

Privacy

Shares student data with companies

Uses safe tools only

Cost over time

Many fights and appeals

Setup once, less trouble later

Grows easy

Quick start, hard to run fair

Templates make it simple everywhere

Helps learning

Just catches cheaters

Teaches honesty and thinking

Conclusions and Future Considerations

The maturity of a policy should not be evaluated by its length,
but by its ability to produce predictable and fair practices in real
institutional settings. The proposed three-stage model summarizes
its process, which consists of foundational, managed and adaptive
processes of operation. The first focuses on articulating clearly the
general guidelines and their respective generic principles with as
much as possible limited operational specificity [29]. The second
focuses on integrating process control and procedures into a unified
syllabus and learning management system that operates using
different usage levels (like Role-Based Access Control systems)
[7]. Thirdly, each implementation regarding risk-based governance
should include some sort of feedback and incident learning
mechanisms, which will be backed up by users and application data
[11,12].

In addition, behavioral and external factors may further
influence GenAl policy effectiveness as [35], shows market
dynamics affect adoption decisions, while [36] highlight teacher
well-being mediating learning outcomes. Privacy concerns around
biometrics and machine learning optimization challenges, plus
military ethical frameworks like Air University PME integration
[37] suggest additional risks for Domains F/G/H (data/tools/
literacy/continuous improvement), warranting expanded maturity
benchmarks that account for socio-economic, technical and
high-stakes implementation barriers. Privacy concerns around
biometrics [38] and machine learning optimization challenges [39],
suggest additional risks for Domains F/G (data/tools/literacy),
warranting expanded maturity benchmarks that account for socio-
economic and technical implementation barriers.

Moreover, to achieve fair and defensible implementation
of GenAi and LLM detection on our systems, we need: strict and
explicit usage levels per assignment, mandatory disclosures where
and how GenAl use is permitted, a clearer rule governing detection
tools strategy, robust data and privacy rules supported by pre-
approved tool lists, and an update to the existing incident reporting
and review mechanisms of traditional e-systems [4,5,10].

On the one hand, from an implementation endpoint of these
proposals, we must focus on foundational measures within the
first 2 months, which will include stating the core definitions,
role assignment, detector evidentiary rule and a generic Course
Al Statement. On the other hand, from an operational endpoint

for these proposals, approximately 5-6 months will be required to
incorporate assignment-level tagging, Al Use Statements, updated
rubrics for each course and targeted training on user data and
application feedback of operation. Lastly, it would be useful to add
benchmarks of operation via procurement reviews, performance
metrics and structured incident learning processes [9,12].

The literature also highlights two persistent gaps and
limitations: Limited availability of empirical data and a need for a
cost-benefit analysis of detection tools usage and expansion [7,19].
This means that a more pedagogical approach in the future must
use GenAi as a tool in higher education and try to promote via it a
novice assessment design, academic integrity, data protection and a
fairness framework through the core action and domains specified
above.
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