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Public Crisis Management as Operational Risk
Management in the Public Administration

Domain

Janusz Zawila-Niedzwiecki*, Anna Kosieradzka, Katarzyna Rostek, Michal
Wisniewski, Witold Skomra, Grzegorz Kunikowski, Justyna Smagowicz and
Marek Kisilowski

Faculty of Management, Warsaw University of Technology, Poland

Abstract

As part of the joint Civil Protection Mechanism operating in the European Union, methodical approaches
to public crisis management (anticipating potential threats and designing response to them) are being
developed for public administration by individual EU countries. They are a preventive response to
possible interference with key public services and social logistics that base on the critical infrastructure
of the state.

The essence of the challenge prompted the adoption of operational risk management principles, known
from the business sphere as a triad: one, identification of threats and risk assessment; two, designing
security solutions and three, designing response solutions and business continuity. In adapting the
theory of operational risk, it was particularly fruitful to use the perspective of organizational theory
and the foundations of the theory of technical reliability. This approach was developed as part of grant
projects commissioned by the Polish government agency responsible for public crisis management. The
research conducted in the action-research convention, i.e. during projects for business and administrative
entities responsible for the state’s critical infrastructure and key public services, was used. The results
are methodical design proposals integrating risk assessment, civil planning, rescue planning, designing
business continuity plans and knowledge management in public crisis management.

Keywords: Social logistics; Public crisis management; Operational risk management; Subject H12

Evidence for Practice

A. Issues: operational risk, resource security and business continuity constitute a joint
triad that pragmatically captures the essence of challenges related to the variability
of the conditions involved in the provision of public services by or on behalf of public
administration (so-called social logistics). The concept of the triad is used to emphasize
that in practice these three issues are inseparable. Operational risk is assessed to
determine the nature and scale of threats and vulnerabilities. This assessment shows
how and to what extent security can be guaranted and the business continuity plans
complement the safeguards. This concept is described in [1]. The practical classification
of operational risk types is given in the same publication. Its criteria integrate resource
and process approaches in management as well as supporting risk analysis, which means
that based on the types of risk indicated in it, one can be assured that the analysis is
complete, i.e. that no significant aspect of threats and risks has been omitted.

B. To monitor risk, using a four-layer learning approach, integrating four management
concepts (this approach is described in [2] is suggested. These are, starting from the
basic level:

a) Organizational layer (strategy, structure, audit) - perspective of system management
theory,
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b) Operational layer (disclosure, collection, codification,
sharing and knowledge management) - perspective of
process management theory,

c) Content layer (from hidden to explicit knowledge) -
perspective of resource management theory,

d) Intellectual layer (socialization of knowledge,
interpersonal relations, interpretation of content) -
perspective of behavioural management theory. Risk
monitoring should be supplemented with a domino effect
simulation mechanism to identify threats that cause a
rapid increase in the financial and non-financial effects
of threats. Such simulations can be performed using the
adverse event scenarios generation method [3].

The method of formulating decision problems can be used to
indicate the required actions and safeguards under the chosen
scenario of response to interference [4]. It allows to indicate
decision areas resulting from considered threats and then
to make simple decisions based on possible reactions to the
threat. This method indicates those safeguards most likely
to reduce the level of risk or at least maintain its level in the
assumed range. In addition, a four-variant method is suggested
for designing scenarios for responding to disturbances and
ensuring business continuity. This division into four results
from two main criteria for assessing the intensity of operational
risk, i.e. strength of impact and frequency of impact, and are as
follows [1]: tolerance, monitoring, prevention, preparation of
business continuity plans.

Regarding key services provided by or on behalf of public
administration, which are dependent on the efficiency of so-
called critical infrastructure of the state [5], a nine-module risk
analysis method is recommended as the basis for the design
of security and response solutions (business continuity plans).
This method is described in [6]. In determining the readiness
of the local community to deal with a crisis, it is recommended
to distinguish between two risk categories. The first is that of
a hazard being an independent and therefore unpredictable
threat. The second is the risk of a crisis, which can only happen
after the threat first occurs. This risk is therefore a dependent
one and its size is a correlation of three factors: vulnerability
of the local community, prepared resources and the scale of
the expected event. The risk of a crisis in relation to the local
community is equivalent to the operational risk that occurs in
organizations. To measure it, a crisis situation matrix can be
used [7].

Then, in relation to determining the readiness of the local
community to deal with a crisis, a five-step methodical
planning procedure is recommended to ensure the ability to
undertake rescue operations [8,9]. In improving the activities
undertaken in the operational risk management process
and as part of the public crisis management process, the use
of specialised maturity model is recommended, which are
defined as layered structure and indicates the direction of
organizational improvement [10].

Introduction

Treating risk and risk management as separate scientific
issues has been undertaken since the 1920s, the first significantly
example being the classic dissertation of Frank Hyneman Knight
[11]. The most significant milestones in the development of theory
and good practices of risk management are experiences from: large
military operations of World War II; the Apollo space program;
tackling natural disasters; struggling with economic crises since
the 1970s and in the 21st century, including the development of the
Basel Committee’s recommendation for banks and corresponding
recommendations of other entities for insurers and capital market
participants [12-14]. The Basel Committee’s achievements include
identifying the structure of risk types and isolating operational
risk among other types. It is understood as being the possibility of
losses resulting from the unreliability of processes or resources of
the organization. Operational risk has a much broader application
than just within the financial sector. It applies to all planned
human initiatives and, in relation to organized and collective
activities, concerns economic and administrative entities. However,
it transpired that the concepts of risk protection on the basis of
determining the financial level of risk and the corresponding so-
called capital adequacy [15] (i.e., the amount of financial, capital
or insurance reserves needed) are not sufficient. What’s more, that
‘financial’ approach does not explain the true nature of such risks,
because seeing them through the effects only indicates how much
money is required to avoid the fear of threats.

It was helpful to use the logic of technical reliability in terms
of classic management, which was scientifically shaped within
the engineering community at the turn of the 19th and 20th
centuries [16], when the foundations of the theory of technical
reliability were also formed. From the engineering understanding
of reliability, it follows that the limited usefulness of the ‘financial’
approach for the business and administrative sphere results from
focusing prudent treatment on therapy and postponing prevention.
Within the spheres of services provided by public administration,
in assessing the effectiveness (or vice versa - unreliability) of
social logistics services, the issue of operational risk is rarely taken
directly into account. Meanwhile, the whole concern of controlling
the consequences of public service disruptions (public crisis
management) is analogous to operational risk management and it
is beneficial to use good methodological practices that come from
the business sphere. The main difference lies in the much less
formalized relationships between participants in these services -
beneficiaries (mainly citizens), suppliers and other stakeholders.
This is why the public sphere is even more difficult to organize.
In addition, the services designated with providing assistance
are involved in resolving crises, which means that their formal
hierarchy and stringent procedures can conflict with the casual
relationships of other participants.

Theory

Operational risk is defined as ‘the possibility of the loss of
material and reputation and legal liability resulting from inadequate
or failed processes and their essential resources (personal, material,
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information and financial) and the disruption emerging as a result
of the impact of internal and external threats’ [1]. They are divided
into 28 types based on three criteria. The firstis related to the nature
of the processes (basic, auxiliary, management) implemented by the
organization. The second takes into account the main categories of
threats that may interfere with the proper conduct of processes.
The third relates to possible vulnerabilities from the perspective
of resource types. Such arrangements are derived from studies
of good practices in the field of ensuring security and business
continuity [1]. The analytical approach to such risk consists of
adopting three perspectives: possible causes (in terms of threats),
possible mechanism of vulnerabilities with threats and possible
effects. Determining the causes and vulnerabilities fosters adequate
preparation of security solutions [1]. Determining possible effects
permits the preparation of scenarios to ensure business continuity

[1].

In maintaining a balance between direct security solutions and
solutions for ensuring business continuity, it is helpful to use the
analogy of the theory of technical reliability [17,18]. The essence
of striving for technical reliability is the service of the devices to
ensure their technical condition suitable for the implementation
of production and service processes. Ensuring the continuity of
technical systems can be implemented as [19,20]:

a) Reactive maintenance - repair of equipment / systems when
they cease to be functional,

b) Preventive maintenance - reducing the probability of failure
by the early replacement of those components considered
potentially weak or vulnerable,

c) Predictive maintenance - maintenance and repair activities
before a failure occurs, which is achieved by the systematic
monitoring of deterioration of parameters,

d) Corrective maintenance - constantly

improvements to increase resilience.

implementing

Administrative systems, although more ambiguous,
organizationally similar to technical systems, which means that the
rules for seeking effective solutions combining preventive processes
with a corrective approach are very similar. Social logistics describes
how to organize and manage the delivery of key services to society.
Part of it is public crisis management, which deals with anticipating
instances where the provision of public services becomes difficult or

are

impossible as a result of various types of disturbances with varying
degrees of impact [21]. This includes the need to identify threats,
analyse and assess risks, and take measures to secure and maintain
the continuity of public services. There is a clear analogy between
public crisis management (referring to the community functioning
within a certain administrative area with its public authorities)
and operational risk management within a single enterprise [21].
Risk characterization in the business sphere and the sphere of
public administration (in causal, vulnerability and effect terms), its
assessment and the course of preventive and remedial procedure
are identical in principle. Also, the rules for managing and creating
organizational structures responsible for managing risk are similar.

The ability to respond to risk is to be a feature of a vulnerable
system, not to be derived from the competence of a single element
of a system. In particular, the causal approach allows one to hedge
against risk and improve the practice of one’s current risk-taking
action. On the other hand, the effective approach allows the
preparation of methods and resources of remedial proceedings
in the event of a crisis. There are two differences. Firstly, a single
organization or enterprise is a much more homogeneous society
than a community that is protected from crises. Secondly, in crisis
management in business, the main criterion for assessing the
considered options for preventive and corrective action is efficiency
from the perspective of the entire organization and its business.
However, in public crisis management, the main criterion is the
effectiveness of the solutions considered, especially when it comes
to people’s safety in general and lives and health in particular, and
efficiency is less important.

The social scope of public crisis management is reflected in
the four categories of stakeholders directly involved. These are:
services designated to provide assistance (especially fire brigade,
police, ambulance service, but also municipal guard, water and
mountain emergency services, etc.); critical infrastructure of the
state operators (energy, gas, road, rail, telecommunications, etc.)
[5]; public administration bodies (including crisis management
centres) and local communities and their organizations [21]. This
means that public crisis management is an extraordinary public
service provided as part of social logistics as a guarantee that the
public administration can maintain the expected level of ordinary
public services or to be able to restore them quickly.

Methods

The studies of the adaptation of operational risk management
to public crisis management were conducted according to the
action-research method with triangulation of both methods
and researchers, as well as of case-studies method of specific
projects for the development and implementation of operational
risk management systems. This was accompanied by analyses of
international literature sources, legal regulations and professional
best practice descriptions. These studies concerned the issue of
the operational risk triad in business entities, the issue of public
crisis response plans and social logistics and as part of that last -
public crisis management integrated with the EU Civil Protection
Mechanism [22].

As part of research on the operational risk triad in the formula
of action-research, observations were carried out during projects
to implement organizational systems for managing such risk and
develop specific solutions to secure and ensure business continuity.
The projects lasted from half a year to three years, which was due
to the size of the surveyed organizations, the largest at that time
employing over 100,000 employees and had over $50 billion
under management. In total, the research concerned 10 financial
institutions (4 banks, 4 insurance companies, 1 stock exchange
and 1 guarantee fund); 2 food industry corporations, 1 nationwide
telecommunications operator and 4 entities of national public
administration. Then, these projects were analysed and compared
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in the case-study formula. In turn, as part of research on crisis
planning, good practices of Polish services designated to provide
assistance (whose activities are coordinated by the fire service) and
good practices of several other EU countries, were examined, all in
cooperation with the Polish Government Centre for Security. At the
same time, reflections were made on the proper placement of these
issues in the theory of social logistics.

Results
As a result of this research, the following were developed:

A. Systematics of types of threats and types of operational risk for
identifying threats and analysing this risk [1],

B. Operational risk assessment methodology for business entities
(1L,
C. Methodology for risk assessment in the protection of critical

infrastructure of the state [6],

D. Methodology for civil emergency planning and rescue and
using data in civil planning and crisis reporting [4,23],

E. Methodology for managingthe security of critical infrastructure
of the state [3],

F. Maturity model
management [24].

of risk management in public crisis

The research was financed from the public budget of the
National Centre for Research and Development (agency of the
Polish Ministry of Science and Higher Education) in the form of
grants for a total amount of about $2.3 million.

Discussion

The partly inadequacy of the financial approach to operational
risk is repeated in the case of social logistics and public crisis
management. On the other hand, the theory of operational risk
turns out to be fully adaptable to the tasks of social logistics and
allows to better explain the issues of ineffective provision of public
services, which depend largely on the technical efficiency of critical
infrastructure systems of the state, and on the good organization
and cooperation of entities responsible for these services. However,
there are new challenges. The first is to control the problems arising
from the social context, i.e. the need to refer to local communities
as the beneficiaries of public services, and in the event of a crisis
its potential victims. This condition can be determined as follows:

a) Many public crisis management solutions have a tradition,
perpetuated in habits sometimes referred to as civil defence,
which results in the side of public authorities the expectation
of citizens’ subordination and in their turn passive side waiting
for the effective operation of administration and services [25];

b) Therefore, a formal approach dominates, primarily referring
to legal regulations (which are often ineffective in view of
the atypical circumstances of many critical events) and there
is a lack of sufficient methodological support which will be
scientifically stable and open to social activation;

c) The practice is shaped to a dominant degree by the services
designated to provide assistance, especially the fire brigade.

The second challenge is the interdependence of critical
infrastructure of the state, because complicated
relationships exist between them which affect the efficiency of

systems

operation and in critical situations even the phenomena of the
cascade (or domino) effect [3,5,26-28]. The domino effect can be
simulated using features of critical infrastructure, i.e. the functional
dependence of resources and threats to which elements of this
infrastructure are susceptible. The use of knowledge about these
dependences allows one to build a system of related elements of
critical infrastructure, under which adverse events scenarios can be
implemented.

The convergence of the theory of reliability with the science of
public crisis management, whereby the theory of reliability [18] is
used as a model for an analogy, occurs on four levels:

A. General approach assuming that human creations are
imperfect and unreliable, which applies to both technical and
social systems

B. Extensive technical systems which are the systems of critical
infrastructure of the state, whose efficiency is the subject
of considerations of the theory of reliability against the
background of system theory

C. Individual critical infrastructure devices of the state whose
reliability is a direct subject of consideration of classical
reliability theory

D. Methods and techniques developed by the theory of reliability,
so far related to the issues of effective operation of technical
devices and systems, and representing potential value for
ensuring the effective functioning of public crisis management
organizational systems.

One of the key functions in management theory is planning
and one of the basic types of plans at the operational level, in
addition to permanently binding plans and one-off plans, is
contingency plans [29]. These should minimize losses associated
with the occurrence of a disruptive situation for the organization,
protect resources and ensure a return to normal operation as
soon as possible. Initially, contingency plans were developed for
manufacturing companies, then other business entities and now
they also apply to organizations providing key public services. Even
more important than contingency plans, however, is the prevention
of failure. And here the example of striving for technical reliability
is the most valuable. In special cases, instead of focusing on the
reliability of technical resources, one can focus on finding ways
to compensate for downtime, which are described by method of
Total Productive Maintenance (TPM) [30]. TPM is considered the
most effective approach to maintaining the reliability of production
systems as a development of the preventive maintenance system
[19] and involves employees ensuring the technical efficiency
of machines, devices and instrumentation. Reading the above
paragraphs, a simple idea arises in replacing the words ‘machinery,
equipment, instrumentation’ with the terms ‘public services, public
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organizations, community’. Unexpectedly, such a transformation
renders the text valid, but now in the public sphere of human
activity.

Conclusion

The manuscript signals the relationship between methodical
operational risk management and public crisis management
[6] as ensuring the reliability of public service delivery systems
with the existing reliability of technical systems. The order of
analogies between the theory of reliability and the title concepts
of management is that the first is to use the approach of reliability
theory in shaping the approach to operational risk and only then
can public crisis management use the achievements of both. The
issue of technical failures, their causes and effects, is inscribed in the
practice of engineering behaviour and extensive experience verifies
scientific findings as well as forming professional good practice in
the design of devices and systems with assumed reliability, as well as
the creation of organizational and operational solutions taking into
account the expected failure devices. Analogously advanced theory
regarding the efficiency of business and administrative entities was
missing for a long time. Their efficiency is violated by the impact
of operational (largely organizational) risk factors, i.e. threats to
which the organization is vulnerable. The analogy is obvious when
the problem becomes the subject of analysis in the engineering
approach. The tradition of management sciences connects them
with technical sciences and contemporary achievements are
solutions under the concept of operational risk management and
public crisis management. The primary reason is the resource
nature of most of the challenges which both concepts face. The
thing is that operational risk, in essence, lies in the possibility of
losing resources or their usefulness, a typical example of which is
the failure of a device or technical system relevant for the provision
of a public service.

The referred research adopted a dual approach to operational
risk, indicating that analysing it must distinguish between
causes, when the sources of threats and the characteristics of the
vulnerability of resource and organizational solutions are important
and effects, when the challenge is to deal with the disruption. In
particular, the principles of corrective maintenance, developed
for technical systems, involving the reconstruction of existing
systems in order to reduce their susceptibility to interference, are
unusable in risk management. Maintaining the reliability of both
technical and social systems clearly requires skilfully-applied
human involvement. The process of adapting the achievements of
reliability theory to social systems is only just beginning and takes
place according to top-down logic. The manuscript presents the
first step - adopting the same logic of reasoning. An open challenge
is further work on adapting the achievements of reliability theory
to maintain social services and manage their continuity of service.

Public crisis management as an interdisciplinary problem is
no longer a simple continuation of civil defence [25]. One can see
from analysing the structures of EU countries’ expenditure on
institutions responsible for internal security (police, army, civil
defence), that expenditures devoted to the police are rising to equal

expenditures on the army, thus proving the growing importance of
internal security. Civil defence is marginalized in most countries
[9], but there is a visible trend towards a pragmatic attitude
towards the crisis, i.e. involvement and self-organization of any
given community. Two perspectives are important:

a) This particular community and its organization,

b) Entities that operate elements of state infrastructure systems
located in the area of this community.

This indicates the need for such a view on public crisis
management, which includes social and technical sciences. Research
has confirmed that it is justified that public crisis management (a
set of exceptional tasks carried out in the public sphere by public
authorities and units of relevant services) is used on the basis
of close analogy with the scientific achievements of the latest
operational risk management theory. It should be emphasized that
the base of public services implemented as part of social logistics is
the critical infrastructure of the state, predominantly composed of
complex infrastructure, technical and logistic systems.

The developed methodologies are open, which means that they
outline the framework and provide guidelines for recommended
procedures and assume that a specific user, by adhering to them,
will give them a profile consistent with local conditions and will
strengthen their impact by implementing processes:

A. Systematic development of methodologies in a version
dedicated to its conditions,

B. Management of acquired knowledge about threats and risks,

C. Knowledge management about the social, technical and
organizational context of the functioning of critical state
systems and social logistics services.

Activation of the community (counties, regions, districts) is the
pillar of the attribute of openness. Hence, in terms of methodology:

a) The regional foresight approach was adapted [31],

b) The concept of knowledge management was used [2,32],
seeing the power of methodology in collecting and organizing
experiences,

It was pointed out how in a socially and professionally
heterogeneous and partly nonprofessional society, one can use the
principles of building an analytical and design team, using classic
techniques of stakeholder analysis, assessment of competences and
stimulation of creativity [33].
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